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WHAT IS OUR PRIMARY USE CASE?
We use it for priority level security, to manage single sign-on applications and user base policy from a single firewall device. We
use it for SSL inspection, for SSL site-to-site, for point-to-site, and for user base policy allocation.
HOW HAS IT HELPED MY ORGANIZATION?
I'm a network and cyber security consultant. This is not only for my offices, I have deployed it for many large enterprises where
customers are remotely accessing their applications. We can define user application-level access, so our customers can work
anytime from anywhere.
WHAT IS MOST VALUABLE?
Live monitoring of what is happening inside and with the interfaces, either ingress or egress - this is a good feature of the device.
Secondly, most people use enterprise applications remotely, and there is no license for SSL VPN, or in other words point-to-site.
There is no limit. On other devices there is a specific limit and you have to pay per use for SSL VPN. Single sign-on is also good. If
you are accessing your corporate firewall from your home, during that time there is an integration with the AD. You can use your
AD's password to access your SSL VPN. It's not like if you buy a traditional SSL VPN. You have to define a specific password for
your remote client application but there is no requirement of defining a specific password - which you would have to request from
your admin - or to buy a token which can generate a password for your integration. You can directly integrate with your AD. If you
change your password on the AD side, your client-to-VPN password also gets changed. You can integrate all your passwords from
a single console. The admin doesn't has to change your password, it's a single sign-on.
WHAT NEEDS IMPROVEMENT?
It's a little bit complex in terms of handling. If you implement a change, there is a specific point where you have to commit it. It's not
like you just push a button and it's always committed. If you don't know to check whether your commit command has been
executed or not... that is something Barracuda needs to work on. Secondly, when you do any commit, it locks your next access. If
you are making a change to the device, from the security standpoint it's fine, but from the admin side it's not good. When you
make changes, after each and every one it becomes locked.
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FOR HOW LONG HAVE I USED THE SOLUTION?
Three to five years.
WHAT DO I THINK ABOUT THE STABILITY OF THE SOLUTION?
It's really a good and stable product. I have worked with multiple firewall products and I can say that this is really very robust, good
hardware. It's also good on the cloud side. I have deployed it on both sides, either on the public cloud or a virtual space, or a
physical environment.
WHAT DO I THINK ABOUT THE SCALABILITY OF THE SOLUTION?
No scalability issues at all. When you buy this product it gives you multiple options: What can the maximum number of employees
be, what can the number of concurrent users be. It's really good, there is no problem with the usability. One of the most important
parts is that there is auto-upgrade of the hardware every fourth year.
HOW IS CUSTOMER SERVICE AND TECHNICAL SUPPORT?
I would say technical support is lacking. They don't have strong technical support; their abilities are not so good. The support is
not fabulous, it's okay. They need to improve their support.
WHICH SOLUTIONS DID WE USE PREVIOUSLY?
I have used Cisco, Fortinet, Check Point, Palo Alto, Sophos Cyberoam, Dell SonicWall, and Juniper (both SRX and NetScreen). One
of the reasons I switched to Barracuda is that I was looking for real-time monitoring and Barracuda is good for that. Secondly, SDWAN. The first time I used this a question which occurred to me was regarding software-defined WAN technology. I wanted to go
to a software-defined WAN and Barracuda have a specific protocol called TINA (Transport Independent Network Architecture).
You can create a master policy over the internet and it allows you to do Quality of Services on top of it. It's really helpful for me.
When I saw that this box comes with software-defined WAN technology, along with all the firewall options, the specific user-level
deep monitoring and real-time monitoring, that made me more curious about it.
HOW WAS THE INITIAL SETUP?
Initially, it's complex when no one is familiar with it. The first time you use it, it is a really complex solution. We have spent a good
amount of time to "get in" to this box.
WHAT'S MY EXPERIENCE WITH PRICING, SETUP COST, AND LICENSING?
Pricing and licensing are fine. It's worth the value because if I buy any other product, every four years I have to replace my
hardware. But with Barracuda I get a free hardware upgrade. Today I'm using Xbox. After four years I can take another Xbox or a
Ybox.
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WHAT OTHER ADVICE DO I HAVE?
When I initially started using it I was just an end-user, a technical consultant. And one of my customers said to me, "I want these
and these features." I searched a number of products with respect to the customer's requirements and we chose Barracuda. I then
signed on to be an OEM partner with Barracuda, about four years ago. It's good to go with Barracuda. If your work is only on the
internet, you can go with this product. If you want to create your own MPLS network, or you are more focused on application
performance over the internet, you can go with Barracuda. I would not blindly say go with any given product because there are
multiple factors to consider. For example, there is no license for SSL. When you have a greater number of remote users, and you
don't know what kind of scalability you will need, that is another thing. If you have multiple offices, all inter-connected via the
internet, you want a single management console through which you can manage all you firewalls. In that case, Barracuda could be
a good option. If you want to buy a product which can challenge the industry-recognized leaders, like Palo Alto or Check Point,
you should consider this product. I rated it at nine out of 10. It's not a 10 because of their training - it takes a long time to
understand this product. Also, it locks after each and every change, which is problematic. Also, when you login from some
sources, there is no feature which can log you out after a certain timeout.
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